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CeCURE 9000
1. Introduction

The interface between Commend ICX and Tyco Software House CeCURE 9000 from Johnson
Controls is based on a special integration module which is available from Tyco Software
House. This article assumes that the reader is familiar with setup and operation of CeCURE
9000. Only points which are specific to Commend ICX and connected intercom stations are
described.

2. Requirements

C*CURE 9000 Software

Each version requires its own version of the Commend driver. However, there are no
functional differences in the integration from version to version.

License: CC9000-CMMND

= CeCURE 9000, v2.70

= CeCURE 9000, v2.80

= CeCURE 9000, v2.90

License: CC9-CMMND-ICX

= CeCURE 9000, v3.00

.NET Framework 4.8 from Microsoft.

TIP: The latest .NET 4.8 version can be downloaded here:

= https://dotnet. microsoft.com/download/dotnet-framework/net48

VirtuoSIS Intercom Server

The integration is compatible with any VirtuoSIS based Intercom Server. VirtuoSIS must be
licensed to a PRO9 or higher base level. Firmware 9.0 or newer must also be present.

= S3
= S6
= VirtuoSIS

Licenses: L-SIS-ICX, L-CCURE, and PRO9 base level (or higher)

//' NOTE: GE300, GE80O0, and IS300 Intercom Servers are not supported! For older
s installations consider adding or migrating to a VirtuoSIS based Intercom Server.
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Connectivity

There must be an IP based connection between the Intercom Server and CeCURE Server.
Serial (RS-232) connectivity is not supported.

//o NOTE: Unlike the legacy version of the Commend/CeCURE integration no Serial-to-
_# IP converters are required. It is a purely |IP-to-IP connection.

Intercom
LICENSE: E=Server
Commend Intercom System @ CsCURE “ = Il:IC(I:CELl}IRS’IEEE
L-SIS-ICX
AN

3. Functionality Scope

= COMMEND Servers

0 Connect Commend Intercom Server and CeCURE Server via an IP connection
0 Manually and Auto-populate Intercoms!

o Create triggerable actions and events

o Create triggers on Server Status (offline / online)

= COMMEND Intercoms

Assign an intercom to a Monitoring Station user

Place / End call between two intercoms

Play pre-recorded audio with priority

Send free-form ICX messages for additional flexibility

Answer a pending call to a monitored intercom

Press keypad buttons on any connected intercom

Right-click place / end call functionality when user is assigned an intercom
Line Monitor Intercom Devices

Differentiate on Specific Line Fault types

Request Intercom Status

O O OO O0OO0OO0oOOoOOoOoOo

= COMMEND Outputs

0 Automatic and Manual adding of outputs
0 Activate / Deactivate outputs

1.5/0721 commend TYyca | software House
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4. Licensing

4

P
# NOTE: The integration is licensed on both the Commend and Tyco sides.

For CeCURE 9000 version 3.0 the Tyco Software

2@ License Manager

X

House license is available from Software House
under product code CC-CMMND-ICX. It will show
up in your system as “Commend — ICX —
Integration”.

For CeCURE 9000 versions 2.7 - 2.9 the Tyco
Software House license is available from
Software House under product code CC9000-
CMMND. It will show up in your system as
“Commend Intercom System™”.

Unified | Status | C+CURE 9000 | victor Web | VideoEdge victor_

This tab details the available C-CURE 9000 license information
General Information
C-CURE 9000 version number : 3.00
System expiration date : Friday, October 6, 2023

Status : Valid License, Not Time Limited

Licensed Features

Info
10 (0 in use’

Feature Name

CertiPath - TrustVal vWS - Integration
Vintra - Vintra Guard - Integration

Commend - ICX - Integration

The Commend Intercom Server requires two licenses to be installed: L-SIS-ICX and L-
CCURE. Additionally, a minimum of PRO9 base license level or higher is also required.

Install both licenses in the Slot and Port where the interface connection will be made.
Typically, this is Slot 0 / Port 10 although in some systems this might be an SIS-IF card in a
dedicated slot. The license address in this example would be “0/10". See below:

License Adminstration

Allocate licences to cards and subscribers

|| License Product Type License Code

8 0-GE

License Code
T06%-100-150300850-200
T014-100-050596610-855

T T Addr... | License Product | Type
P 0/01 LSISPROSU  Run
0/01 L-SISPRO3 Run

0U0L LSISPROML Run  TOR-I00-363634824012
0/10 L-SISICX Run T256-100-101544442-990
0/10 L-CCURE Run T851-100-504721887-608

4

systems!

o)k W e e
Name |l st | Desaription Serial State
> @it fre lmsa T emmiesi sep(donom) autemabe
fPro )

Gensration | Create Temporary License |

| Enter License(s)... |

Licenie sssignm... | [LLEAMEILS J

| Get License Data
-
Genera_ | State '
0 Live

0 Live
Test License Server
Connaction

0 Lve

0 Live

0 Live License Server Connection Info.

//' NOTE: Licenses are not available for use until the State ‘Live’ is reached.
NOTE: The above license codes are for demonstration only and cannot be used in live

1.5/0721 commend
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CeCURE 9000

5. Installation

These installation steps assume that CeCURE 9000 has already been installed. It is also
assumed that CeCURE 9000 software and Commend Intercom Server are licensed
appropriately.

Connectivity between CeCURE 9000 and VirtuoSIS is purely IP and requires no Serial Interfaces!

5.1 Server

= Stop all CrossFire services. To do this, start 'Server Configuration' (Run as
administrator), which is available under 'Start Menu/Tyco'. Work your way up from
the bottom of the list in the TAB 'Services' and wait for each service to have
stopped before stopping the next.

= Once all services have been stopped, exit/close 'Server Configuration'

= |nstall the CeCURE 9000-Commend ICX integration module by running
CCURE9000v3.x_VS- Commend_Integration.msi and follow the
instructions which appear on screen.

4’ NOTE: The name of the file will vary slightly depending on the
-4 version of the integration that it is built for.

= Start all CrossFire services. To do this, start 'Server Configuration' (Run as
administrator), which is available under 'Start menu/Tyco'. Work your way down
from the top of the list in the tab 'Services' and wait for each service to have started
before starting the next. There will be a new service available: 'COMMEND
Integrated Communication Driver Service'. As this is the first time this service is
used, it needs to be enabled before it can be started. Check the checkbox 'Enabled'.

= Once all services for which a license is present have been started, exit 'Server
Configuration’

5.2 Client

For PC's which only have CeCURE 9000 clients there is a separate 'Client only' installation file.

= |nstall the CeCURE 9000-Commend ICX client integration module by running
CCURE9000v3.x_VS- Commend_Integration_ClientOnly.msi and follow the
instructions which appear on screen.

4’ NOTE: The name of the file will vary slightly depending on the version of
-4~ the integration that it is built for.
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5.3 Upgrade

For installations, which already have the Commend CeCURE 9000 drivers follow the following
upgrade steps:

Updating from v2.7/v2.8/v2.9 to 3.0:

1) Install CeCURE 9000 v3.0 following the instructions provided by Software House

2) Reboot the computer after installing CeCURE 9000 v3.0

3) Ensure the CrossFire Framework Service is stopped by running the “Server Configuration
Application” and clicking “Stop” next to it

4) Install CCURE9Q000v3.0_VS-COMMEND_Integration.msi on the CeCURE 9000 Server
machine

5) On each CeCURE 9000 client, upgrade to v3.0 then install CCURE9000v3.0_VS-
COMMEND_Integration_ClientOnly.msi.

6) Start the services from the “Server Configuration Application”

6. Commend Setup
Setup of the Commend Intercom Server is done with the CCT800 software.

? TIP: The CCT800 version must be the same or higher than the firmware version that is
installed in the Intercom Server. It is backwards (not forwards) compatible.

= | gunch CCT800

= (Click on ‘Intercom Server’ (menu) / Connection Settings. The windows illustrated below
will appear. Enter the IP Address and Port to connect to the Intercom Server. Click ‘Test’,
‘Save Changes’, and then Close the window.

4’ NOTE: The IP Address/Port combination below is for system configuration and will
— be different than what is used by CeCURE 9000!

Manage settings for connection to the Intercom System

Comnection  [1cx_IP_1 (| [Exchusive

1.5/0721 commend TYyca | software House 2



CeCURE 9000

Click again on ‘Intercom Server’
(menu) / Receive to bring up the
Receive Window. Now click the
‘Receive’ button. After the
configuration is downloaded close
this window.

In the Configuration Tree choose

b Query network ‘

Receive the current configuration from Intercom Servers

Progress Biock-_ | Server .| Description Software version | Modified

3

@ State: Reached
Do 0wl ams ee L

[ Tiyee Sum Reached Offine.
+ Intercom Ser__ ' i ) o o o )

Total progress

Project / Interfaces / Data Interfaces / TCP-IP (tab). Here you can change the description
of the interface where the CeCURE 9000 connection will be made. Take note of the Card
IP Address and Local Port as you will need to enter these into CeCURE 9000 later.

o s Mbject

R5232 TCPAP Masking of ICX messages  Video svitcher  Apps

[)-fsg Intercom Server

(-3 Intercom Server - Block 00 ‘ Lic ‘ I/5-P

| Card IP address |

Call number  Description Type of connection ‘ Leg Local port

-fig VirtuoSIS Master

> ituoSt 17010 SIS-GEP
- fig IP - Settings

E: "OT::::" o [1/0-11 SIS-GEP
u,h Inputs

Cured000 ICK 18000

= O

sl @ s

CCT1-0/04 | ICX

_, NOTE: The Red Key symbol indicates that no L-SIS-ICX license is currently

4

present at the interface port.

In the example above, address 1/0-11 is not licensed.

There would be no indication in CCT800 if the L-CCURE license were missing.

=

to enter it later into CCURE.

TIP: Take note of the Card IP address and Local port number here as you will need

1.5/0721
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CeCURE 9000

= |n the Configuration Tree now choose Project/ Subscriber / Control Desks / IP,RS232 -
ICX (tab). Here you need to assign the ICX output to the CeCURE 9000 interface so that
events can be seen there. Choose all Control Desks for which events should be sent.

- Project Buzzer IP/RS232-1C% Call conversion  Tone generator for Buzzer  Transfer parameters  Extended settings

-Eg Intercom Server : ol — -
[ -{g Intercom Server - Block 00 Lic I/5-P numbe Descripticn ICX 1 connection
i@ VituoSIS Master 171-3 sis-IP-8(D) | 103 Master] Ceure000 -
&= [P - Settings 1/1-4 Sis-P-8(0) | 104 Master2-Client Ceured000 -
e POT"““’ | 111 sis-p-em | 101 Substation
E: Inpupi:“ | 1712 SIS-P-8(@ | 102 SOC Master (EES004)
-fig Network 1/1-5 Sl5-IP-8(B] 1234567 Long Station Test
= g Interfaces B /16 SIS-IP-2(8) | 106 UNUSED
5 Subscriber 117 Sis-IP-8(8) | 107 Station 107

Lo General 1/1-8 SIS-IP-8(B) | 108 Station 108

o+ Entitlements | 1/2-1 sisip-g(8) | 109 Stdon 109

e e || 122 ssp-8@) | 110 Station 110

P g"l'l“[f_ci'i':_w“““"b““ protection 1/2-3 Ss-P-8(E) | 111 Station 111

all Disabling i

L « Direct diolling | 1/2-4 SISIP-3(8) | 112 TEsT

I+ Audio- Features 1/2-5 SIs-IP-2(8) | 105 Station 105

L+ DSP-Festurss 1/2-6 SIS-IP-8(B) | 113 Station 113

----- + Signal Tones - D5P Stations
‘ot Audic recording

----- + User login

----- + RTP Cenfiguration

- Calling history

‘o« Bonding

@- Station properties

h Alarm triggering
E|= Speech recording
#-fg Feed-in

i oo i

e - -

4
_,/ NOTE: If you don't see any Control Desks in your system yet (all rows are grayed out)
then you would need to right-click and add the function for the master(s). You may only
do this for ‘D’ level ports. Please consult the Commend Intercom Server manual.

= |n the Configuration Tree go to Outputs / General Settings. Change the Call Number of all
outputs to be used by CeCURE 9000 to contain only decimal digits. For example, change
“C110" to "7110".

- R R R
S Project 1S 0 : Call number | Parallel call numbe Descripti
Elb Intercom Server utput Subscriber number | Parallel call number escription
r_qh Intercom Server - Block 00 1/0-4 SIS-GEP 7001 Doorl (ComPLC)
i@ VirtuoSIS Master T 1/0-5 SIS-GEP 7002 Door? (ComPLE)
fim [P - Settings 1/11-1 SIS-16A virtual 7005 Doors (ComPLL)
#-fig Parameter — .
Eﬁ Outputs 1/11-2  SIS-16A virtual 7006 Doorb
L4 General Settings 1/11-3 5I5-16A virtual 222 Door 222
- g 10K ot output 1/11-4 SIS-16A virtual D13 ouUT1-11/54
#-fim Inputs W T 1118 QI 1R wimiaal I nama AT A_11 758
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TIP: All call numbers for outputs and stations must be globally unique. Also, the
? range cannot overlap. For example, you cannot have a call number ‘123" and also
have another call number ‘1234 as they both start with ‘123".

= From the top menu in CCT800 choose Intercom Sever / Send. Now click ‘Send’. This will
push the changes back to the Intercom Server. The Commend Intercom Server must
restart before the changes will be live!

Send the selected configuration to Intercom Servers

|\ Query network

Restart settings

Progress Block-Mo.  Server ID | Description Software version Server Type W Restart seh n Ser - t
estart selected Intercom Server when convenient

} |l State: Reached

0 S B s 0 e

[ Itndividual restart

[J1gnore different passwords

| send {

" Type Sum Reached Offine Sending ok Warring Failure
» Intercom Ser... 1 1 0 a 0 0 0
Total progress
0% ‘ || Close

7. Setup C°CURE 9000

Setup of the Commend IP connection in CeCURE 9000 is done in the CeCURE 9000
Administration Workstation. Note that some of the descriptions in the text below are
dependent on choices which are made during setup, it may, therefore, be that the actual
system being used operates slightly differently.

= (Click on 'Hardware' to view the _
hardware tree 74 Options &Tools

E COMMEMND Devices

Ef Card Formats and Keys

* General Purpose Interface

Configuration

1.5/0721 commend TYyca | software House
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skip this step.

'COMMEND Server/New'.

7.1 Connection Settings

If no appropriate hardware folder exists yet,
right click on the top of the tree structure
'Hardware' and create a new hardware folder.
Rename it, for instance 'COMMEND". If an
appropriate hardware folder already exists,

Right-click on the Hardware folder and select

Hardware

= ~ | Hardware Folder e -
Hardware Tree Search
4 Hardware
> [ Digital Certificates
[ COMMEND
» 4] iStar NHI Cluster
> B LT Cluster
4 BB TestCommendServerConn
5] ABEt_\'ﬁdgﬂs_._ Audit]
s B Edit
Journi
' |x Delete
u| %  Exportselection... Devie
B | Find in Audit Leg... Syste
q Find in Journal...
Batter
[F8  C.CURE Mobile '
| [®] apC Comm Port b Intrusi
i, . Trigge
=] iSTAR Cluster b
| Watch
| apC Centroller » Event
|
(& iSTARCommPort b Vilatch
1 H Trigge
] ost Modem ¥ |
. |E8 COMMEND Server » New

= Cinbiam 10K

.......

In the new dialog, enter a name, description, the address and port number of the

ICX endpoint to which CeCURE 9000 should connect.

‘? TIP: In many cases the default settings are correct; change as needed.

Intercom Server TCP Socket B COMMEND Server - VirtugSIs - %
o Address: 10.10.1.1 [Hlsave and Close
o Port;: 18000 Name: [VituoSIs ‘
Description
TIP: See Section 6 above.
[] Enabled
. . { Connection Settings | Partition and Folder Triggers ~ State images
Location of ICX/CCURE License Address
0 Intercom Server ID: 00 Pt
0 Llcense SlOt O LioenseSewer (2 digit number)
0 License Port: 10 UoomseSiot0 ] @19
License Port {1-18)
. . . Request Block (00-FF)
Auto-Polling / Station Population [ Disabe Intsrcom Autopopulton
o Configuration Block: EF
(EF = "Own" Intercom Server)
0 Disable Intercom Auto-population
1.5/0721 commend TYco | software House 14
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NOTE: Enabled functionality is only implemented by CeCURE. The behavior of
/ Commend services (connecting to server, requesting device status, performing call
functions, etc.) are NOT impacted by the Enabled status of any Commend device.)

o Click ‘Save and Close’ when done finished.

7.2 Partition and Folder

In a partitioned system, it is possible to select E' - x
which partition and hardware folder within that p— |
partition the Commend connection shall be P—

assigned to. It is possible to at a later stage T~

move the Commend connection to another Cornaction Sting [PHEEH SHFS Trogn St mags

partition and hardware folder by simply Farion [ .

Folder | ABC Widgets v

selecting the appropriate settings from the
drop-down lists under the TAB 'Partition and
Folder'.

//o NOTE: In some situations, this may not take effect until the next time the connection is
— established. Reset the ICX connection or stop/start the Commend CeCURE service.

7.3 CeCURE 9000 Enterprise

A CeCURE 9000 Enterprise system consists of a MAS (Master Application Server) and 1 or
more SAS's (Satellite Application Server). Each SAS must have its own connection to a
COMMEND Server via IP with matching License. The MAS will collect all device information
from all to it connected SAS's.

(2) L-CCURE
(2) L-SIS-ICX

1.5/0721 commend TYyca | software House 12
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8. Intercom properties

By default, Intercom devices are auto-populated via the COMMEND Server connection.
Intercom properties can be changed.

8.1 Assign an operator to an intercom

= Click on COMMEND Devices. Click on the Green Right-Facing arrow next to
'COMMEND Intercom'. A new TAB listing all discovered intercom stations will be

opened.

57 :
2 Options & Tools

. COMMEND Devices B New | | COMMEND Intercom v & -
.;3‘.’ Hardware Hardware Tres | Search
= H ! |
"«._f Card Formats and Keys 4 ard-.'.are_ ) ) 2
i 53 Digital Certificates
i General Purpose Interface 4 L:I ABC Widgets
Configuration | B VirtuoSIS8.0

= Right-click on an intercom, ! COMM_END:mm * _
select Edit views - 6 & [ B2 Vv a2

Drag columns to group by here
MName Station Number Status
PC Client 101 Online
- Master 102 Online
| Station 102 103 Online
| Station 104 104 Online
= Under the Operator field choose & COMMEND Intercom _
the drop-down list and select the [ save and Close
CeCURE 9000 logins appropriate - |
for the operator. This will be the Dmimion: =
operator who will use the '
[] Enabled

Monitoring Station application.
Now, click “Save and Close".

Intercom Settings  Triggers  State images

Connection | TestCommend ServerConn e
Station
Operator ICCUREBDDD\Mministrator i I

4 . .
_,/' NOTE: Be careful to NEVER give more than one Station the same Operator!

1.5/0721 commend tlICD | Software House
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The selected operator will receive Call 8] €.CURE 9000 - Monitoring Station (Tradeshow PC):[LAPTOP-2TEQLBM]
Requests to their intercom on the

screen of the Monitoring Station
application. Commend Test Layout = Default View 1

Operator Help

&2 View Preferences [ Teke Snapshot @ Record Screen

Call requests can be answered directly
Intercom Information  Pending Call Queue  Keypad

from the call request list. The operator
can also select other intercom stations Substation
to call at will.

Accept Call

8.2 Manual Station Addition

As of Version 004 of the integration driver it is possible to manually add stations.

Under COMMEND Devices choose ‘COMMEND e |
Intercom’ from the drop-down menu and then click [a New -]commenpintercom -~ E3 -
the ‘New’ button. Alternatively, you may right-click Hardware Tree Seech | subsiation
1 4 Hardware ~ -
on the Intercom Server and choose ‘'COMMEND > BB Digital Carflicaiea »
Intercom > New'. + [ ABC Widgets | Master]
4 B Virtyssisan - Master2
L | B e || LongAddr
PG| X Delete I | Unused
- E Set property | Station 107
C: % Add to group Station 108
b m Find in Audit Log.. Station 109
| | Find in Journal... Station 110
g (8 COMMEND Intercom » N:,,:f m
. o |® COMMENDOutput  » [TT—
' = Station 105

1.5/0721 commend tlICD | Software House
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CeCURE 9000

Enter a Name and the Station Call Number. The
Call Number must match a valid extension or
direct dial code in the Intercom Server’s
programming.

The Description field is optional, but it is
recommended as good programming to fill out.

The Operator fields should only be entered
when linking the station to the CeCURE
operator.

Click ‘Save and Close' when finished.

=

B COMMEND Intercom - x

g‘_’nwe and Close

e [ |

Description:

[ Enabled

Intercom Settings  Triggers  State images

Connection | VirtuoSIS9.0 et

Operator vl | Clear

TIP: The call number might reference a Function Code. For example, Call Number 00 is
by default the All Call function (One-Way call to all Intercoms). There is no status for a

Function Code, but it is possible to trigger it.

8.3 Triggers

In the 'Triggers' TAB of the intercom station
property editor it is possible to assign actions
on intercom station state changes:

= Offline

= Online

= |n Call Request

= |n Call

= Faulted/Unknown

It is possible to attach one or multiple actions
to a state, for example showing a camera view
when there is a Call or Call Request.

2 COMMEND Intercom - x

Lg Save and Close

Name: | Master2

Description:

[] Enabled

Intercom Settings  TrOgers  State images
Triggers
== Add . Remove

Details
« | Test Commen

Property Walue Action
» | Status LicivaieE

ine
nline

in Call

Event: |Test Commend Server Msg e | >

1.5/0721
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CeCURE 9000

Intercom Settings  Tnggers  State images
Triggers

#= Add =4 Remove

Property Walue Action Details

b | Status In Call Iﬁxctivate Event |- I Door 1 Alarm

Event: i|Door‘I Alam [Default] I .-

Here is an example comparison of the Status of an Intercom Device as it appears in CeCURE,
Intercom Client application, and VirtuoBRO tool. Master2 is connected and ONLINE with the
Intercom Server. Station 209 is OFFLINE and in a Line Fault.

B COMMEND Intercom X
ver - 63 M BE]Y ¥

Drag columns to group by here

Name Status Fault Information Description Associated Operator
Substation Online 101
soc Online 102
Master1

Master2

Unmed commend > Subscribers

Station 107
Station 108 System
Station 109 SUBSCRIBERS
Station 110 Online Network Last Refresh Date & Time Filter X E
Station 111 Online 129202 350:61 PM
_| Test Online Subscribers Status 1/5-P 1 Display Text Call Number  Card Type
SKationi15 Qidine ® None 001/01-01 | Substation 101 P A
et 1l Online Backup & Restore None 001/01-02 | soc 102 p
Station 115 Online
® None 001/01-03
Test Virtual Intercom 201 Online
: ; Software & Maintenance Connected 001/01-04  Master2
Station 116 Online StopmenrEn TSNS e
[Sein 2o T _ None 001/01-05  LongAddr 12345678 I
Station 210 FaultedUnknown Asterisk CLI ® None 001/01-06  Unused 106 3
® None 001/02-07 Station 114 114 I3
» None 001/02-08 __ Station 118 118 P
® Error 001/14-01  Station 209 209 SP-C
® Error 001/14-02  Station 210 210 SIP-C

1.5/0721 commend TYyca | software House 16



CeCURE 9000

8.4 State images

The intercom icon has default images for each state.

In the TAB 'State images' it is possible to assign a
new image to a state. Double-click on an existing
image and browse to the new image file.

8.5 Enabled

8 COMMEND Intercom
|l Save and Close

Name: ‘ ‘

Description ‘

Intercom Seftings  Triggers  State images
State

Online

Itercom Pending Cal Request

Intercom In Call I\
Fault/Unknown E

As of Version x.x.5 of the integration driver it is possible to Enable / Disable Intercom

Devices.

NOTE: Enabled functionality is only implemented by CeCURE. The behavior of
/ Commend services (connecting to server, requesting device status, performing call
B functions, etc.) are NOT impacted by the Enabled status of any Commend device.)
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9. Server properties

Intercom Servers can be added by clicking COMMEND Devices section and then ‘New’ button.
See Section 7 for more information on server creation settings.

9.1 Triggers

In the "Triggers' TAB of the intercom server property editor it is possible to assign actions
on intercom server state changes:

= Offline / Disconnection
=  Online / Connected

It is possible to attach one or multiple actions to a state. For example, triggering on
connectivity issues between Commend Server and CeCURE Server.

B COMMEND Server - *

g Save and Close

Name: |VituoS159.0

Description: |Demao Server

] Enabled

Connection Settings  Parition and Folder  Triggers  State images
Triggers

*= Add = Remove

Froperty Value Action Details
b5 | Status Offline/Disconn | Activate Event | Test- Server OF
F | Status Offline/Disconn | Activate Event Test- Server OF
F | Status Offline/Disconn | Activate Event “iewable to User
Event: |Test - Server OFFLINE . || ¥

1.5/0721 commend tlICD | Software House 19
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9.2 State images

The intercom icon has default images for T

each state.

In the TAB 'State images' it is possible to
aSSlgn a neW |mage 'to a State Double—cl'ck Connection Settings  Partition and Folder Triggers  State images

image file.

on an existing image and browse to the new - G I
N
[ )
N

10. Maps

B COMMEND Server — X

Name: |VintuoS159.0

Description: | Demo Server

[[] Enabled

State Image

Offline

Connected

Intercom icons can be placed in a map.

= Follow the normal procedure to define a map and place an icon on a map
= Select Type: COMMEND Intercom
= Select Object: Select the actual intercom to be placed on the map
Operator Help
vews - 63 @ D BE] ¥ 20
Data Views Drag columns to group by here
Gl New -[Maps Name
Search
Quick
[ Maps - Test Map
e Terptaie | [n] |l save and Close | Save and New | Save 52 Create Copy
Name: ‘ ‘ Name: |Test Map
Template: O Description.
Icon Selector Bd Alarm Zoom | None - EI [} © A [ [ Showmapinmap | Acive layer
B = B B
Dynamic View Event Maps
Advanced
K opions & Tools Accouchement .
# General Purpose Interface o Oumy, Faglt ward Maternlty ward
\:‘}}}' Hardware
k" Video
1.5/0721 commend TYCa | software House
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11. Events and actions

Just as it is possible to link an intercom state change to an action in another to CeCURE
9000 connected subsystems, is it also possible to trigger an action on COMMEND Servers.

4’ NOTE: The “Activate Event” condition STAYS in the “Active Causes” unless a manual
= “Deactivate Event” is fired, or unless you use a “Pulse” event. A Pulse does not leave
an event in the Event's Active Causes queue.

NOTE: If the "Activate Event” stays at the top of the queue. When the Arm / Disarm
cycle occurs again (putting it back into Arm) then it will fire the event when the “Arm”
occurs, because all conditions are met.

NOTE: Our recommendation is to only use “Pulse” on the event when using the
COMMEND events. If for some reason this cannot occur, then create two separate
events and have both use the same trigger. Make it so these events only Pulse and not
Activate. Unless something triggers to Deactivate the event, it will sit in the queue for
some period of time and cause future Arm/Disarm cycles to fire the event again.

11.1 Defining an action for COMMEND Servers

Define an event in a connected subsystem to which a COMMEND Server action must be
linked.

= Under ‘Configuration’ choose ‘Events’ the drop-down ,—jmw. y E,,,t VIE -
menu. Search

= To list the existing events, click on the Green Arrow ek
Button. All existing events are listed.

= To create a new event, click the ‘New' button.

Enzbled: |[m]

Name:

Template: []

= A new dialog to define the action will appear’, Select the TAB 'Action’'.

= (Click 'Add'

= From the drop-down list under 'Action' select any action which starts with ‘'COMMEND
Server'.

= Fill in the fields that display based on the action to be taken.

= Enter all fields as appropriate in all other TABs as well.

= (Click “Save and Close”
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To test an action, ensure the Event is ‘Armed’, then right-click and select ‘Actions’->'Pulse’

Station 101 Call Station 104 [:‘} Edit

General Acknowledgement Overdue Messages Action  Agsess Corfiguration Predefined Log Messages  Groups

*H= Add =, Remove

User Def| * | *

Action Details Resettable
»F |CDMMEND Server: Push Buttons OnIn |+ | COMMEND Server - Fush Inter O
Server ITestCommendSenterConn vI
Station 1 [Station 105 v
Buttons I'H]Z I

Walid values: 0-8, T, X, E (Privacy)

x Delete

Find in Audit Log...

Find in Journal...

Configuration 3

Actions 4 Activate...

View N Deactivate...

Arm...

Disarm...

Latch...
Toggle...
| Pulse |

Turn Maintenance Mode On |

11.2 Action triggering details

= |n this example, we have an ICX Commend that is set to the following values:

o Event Name: ICX Command Test 1
o Armed Causes (tab): Default state (Disarmed)
0 Active Causes (tab): Default state (Inactive)

vl L4 Details - COMMEND Server - ICX Command Test 1 m} * Inactive Armed
v Acknowledge Clear ¢ Silence (3 Reset Actions @ Log Message = Display Map |, Display Recorded Video Inactive Armed
A Status  Active Causes  Amed Causes  Activity Inactive Armed
v Inactive Armed
T Status Information Inactive Armed
L Current State: Active, Amed (Enabled) Inactive Armed
(£ Inactive Armed
1 Inactive Armed
Cause Action DateTime Priority )

Y | ccuREsOOMAdmintrator  Activate Event  1/28/2021 10:04:07 AM 7 Activate [E=EiE e
L Default state Inactive : Inactive Armed

7 Deactivate
& Inactive Armed
1 Latch Inactive Armed
54 =t Inactive Armed
P Inactive Armed

Toggle
5 Inactive Armed
Pul

Oy use Inactive Armed
Li Inactive Armed
S Inactive Disarmed

COMMEND Server - [CX Command Test 1
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12. Operation

Operation is normally done from the Monitoring Station application. All intercom station status
changes are shown in the 'Activity viewer".

Bl C.CURE 9000 - Monitoring Station (Tradeshow PC):[LAPTOP-STEQBM]

Operator Help

Commend Test Layout | Default View 1

&3 View Preferences [l Teke Snapshot @ Record Screen

Mon Hardware...

- A ¥ | S o
? i a v 5 @ ==| AD Q
Date - Time: lName lPrioriiy Active Causes Count |.¢-’\1::‘ti\.|'i1:1.r

ﬂ Doors

E Reports

[#3] Dynamic Views
E‘. Operators

P Manual Actions
E4 Events

il Maps

[Ty Groups

m Elevators

[ Areas

[ Intrusion Zones
@ Guard Tours

Hardware Status

] Controllers
[&] Inputs

&' Outputs
w Readers

m Application Servers

- Activity Viewer

v | =558 N

T v aaEs

Date - Time Activity
5/3/2021 1:18:19 PM Intercom (Substation) is naw in state Intercom In Call.
|
5/3/2021 1:18:19 PM Intercom (Substation) is in a call with intercom (Master2)
=]
5/3/2021 1:18:19 PM Intercom (Master1) s now in state Onine.
5/3/2021 1:18.21 PM Intercom (Master2)is now in state Online,
=]
il
5/3/2021 1:18:21 PM Intercom (Master2)is no longer in a call.
LI}
5/3/2021 1:18:21 PM Intercom (Substation) is now in state Online.
=
5/3/2021 1:18:21 PM Intercom (Substation) is no longerin a call.
|}
5/3/2021 1:19:42 PM Intercom (Station 20%) is now in state Fault/Unknown .
5/2/2021 1:19:44 PM Intarcom (Siation 20) is now in state Oniine,
=]

To show a map, select Maps in the Explorer Bar. This will bring up a Status List, containing all
defined maps. Select and right click a map, select 'Popup view' to show the map including all
in it defined icons in a new window.

1.5/0721
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Bl C.CURE 9000 - Monitoring Station

Operator  Help

Commend Test Layout

Default View 1

&3 View Preferences [l Take Snapshot @ Record Screen

¥ A ¥ =5
TYX2 v 3 =
Zhisaa
Date - Time
|j Doors o
[§3] Dynamic Views & E Eﬁ b l’é‘h
AL Operators
&7 Manual Actions Drag columns to group by here
F4 Events ame
Brevw
[y Groups
ﬁ Elevators
L&l Areas

fﬁ Intrusion Zones
Ll Guard Tours

Hardware Status  #

°4 Controllers

L&| Inputs

&' Outputs

& Readers

[l Application Servers

»

Video

- Servers

-

A Maps - Test Map

gSav:and Close E‘SEV! and Mew gs.!v: rLCr!at:Cupy

Name: |Test Map

Diescription: ‘

<|| Map
> — .
|[E] (%] [X] | 522 ] [E)

Search

12.1 Working with intercom stations

To show the list of defined intercom stations, select 'Dynamic Views' in the Explorer Bar. If
a dynamic view for viewing intercoms has not been created, then do so according to the
CeCURE 9000 documentation. In the new dialog select 'Intercom View' (assuming that this

(@] [ Fillonload Alam Zoom | None ~ ||[E3] B &1 A [7 [

B B
M e

B
B

Maternity ward

view has been defined, see above), right-click it and select 'Popup view'.

MName |Station 115| Datatype | COMMEND Intercom| Layer Layer0| X |985.82| Y |644.20| Scale X 1] S¢

1.5/0721
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B <.CURE 9000 - Monitoring Station (Tradeshow PC):[LAPTOP-3TEOLUBM
Operator Help

Commend Test Layout | Default View 1

&2 View Preferences  [ill Take Snapshot @ Record Screen [#4) Dynamic View - Intercorn Dynamic Test
& Explorer Bar w | & Event Viewer T 6& ;‘] D @ % Y C‘%fj m
T2V 386
2 a v B
SR e
Date - Time
Mame
ﬂ Doors s .
[ Reports [£3) Status List - Dynamic View Substation Online
= 3 ~ soc Online
[Eomnves] |22 & YO0 _
3 Operators Masterl Online
P Manual Actions Drag columns to group by here Master2 Cnline
E4 Events Name LongAddr Online
il Maps trournal Default Viewfor Jo  Unused Cnline
1w =
[Ty Groups ——arrrr— Station 107 Online
Ul 1EwW Tor neg
[f] Elevators Form View Station 108 Online
Areas Diial Deloul Vicwlor Dig)  Staon 109 Online
i ion 2 artificate
E:“"’T“ s s View P Station 110 e
4
NC s Event Default View for Eve Station 111 Orline
View - | .
Cordare Statue SWHAv02 |Used with SwHrepl] =" i
ko = - All Doors  |controllers they are Station 105 Online
- DView | — : :
[ Controllers SWHvZ2 |Used with Swzz g Station 113 i
[E | - expire of become ) Station 114 Onli
i Credential |personnel whose cry o e
‘&' Outputs Expired dates. (swh-sample] Stafion 115 Online
1 DView
i Readers - Test Virtual Intercom 201 Orline
E Application Servels Guard Default View for Gus : .
o Tour View Station 116 Orline
E:tercc-m Station 209 Online
yNnamic
video 2 Test Station 210 Online
e | Station 211 Onrline
In this list, it is now possible to double click on an entry
=

after which a popup view will open. It is possible to open & COMMEND Intercom -
multiple popup views. [ save and Close

MName: |Master

The popup view for the intercom station which is

associated with the Monitoring Station contains a R
'‘Pending Call Queue'. Call requests can be selected in
this view and answered by clicking the '‘Accept Call' Intercom Information  Pending Call Queue  Keypad

button.

Popup views of other intercom stations only show
general information and the status of the station. When
the Monitoring Workstation is associated with an

operator intercom there is in addition a button 'Place Aocept Call
Call', which changes to 'End Call' in case there is an
established connection.

It is also possible to place and end calls by right-clicking and selecting the appropriate
command from the bottom of the command list.
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12.2 Maps

To show a map, select Maps in the Explorer Bar. This will bring up a Status List, containing all
defined maps. Select and right-click a map, select 'Popup view' to show the map including all
in it defined icons in a new window. The appearance of the intercom icon is status dependent.
Click on the icon to bring up the intercom popup view.

See also an example above at the beginning of the section.

13. Troubleshooting

Verify ICX output from the Commend Intercom Server

= Stop the Commend Service in & sever Configuration Application

‘the C.CU R E 9000 Service Services | Server Components ‘ Database Settings : Backup/Restore ‘ Licensing 1 Simulation Diagnostics
: : : : | - Framework Services
Configuration Application
‘ Name: CrossFire Framework Service
panel. I " Status: Running
1 Stop Description Provides support for applications using the CrossFire Framework techno
I 3 o Location: C:\Program Files (x86)\Tyco\CrossFire
" " Version: 3.81.726.726
When the button says “Start i :
. : Name: CrossFire Server Component Framework Service
the service is stopped and . Status: Running A
. ‘Stop Description Provides Management of Server Components in the CrossFire Framewor
ready to Start again. “ " Location: C:\Program Files (x86)\Tyco\CrossFire
Version: 3.81.726.726

| - =
| Extension Services

— Name: COMMEND Integrated Communication Driver Service
Start Status: Stopped
— Enabled: [v]

- I

= The CCT800 configuration software also comes with an ICX test tool called ComLOG.
Launch ComLOG (usually found under the Start Button / Programs / Commend).

(4 % B % B & - - % || 0 Pause | I Highlighting (o] ShowDate (@ Logtofile ] AutoScroll

[ EventLOG 3,

©
I
H i
E=3
T New 1 (X w =
C e el
& Type Time ¥ | Cmd/Msg Decoded g
o - . - we =5 a’
[ < | il 1
&P+

+ Ready! | TCP: 10.10.1.1: 18000 g Captured=0, Shown=0/10000, Selected=0
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Under the View menu click on Settings. This will

bring up a new Settings window.

Enter the same IP Address and Port that CeCURE
9000 would normally use. ComLOG will connect
just like it was CeCURE 9000. Click the ‘Connect’
button. The strip on the left should turn Green in

color and indicate Connected.

Then close this window.

Unpause the program so that live events can be
displayed. The icon should not appear pressed

down anymore.

Highlighting Ctrl+H =
(@ Logtofile Ctrl+F
£t} Show History
{5 Show Seripts
5 Show Details

M, Settings ﬂ

Open logs folder

= Interface
O
| 15200 |
| ]
_ J
[2d [ sng

@ [T —
Server | 10.10.1.1 :Port | 18000 g
Password |
—>|Disounneclﬁd | | Connect
oK [ cancel

i Highlighting

Create some intercom activity. For example, place a call from a Substation to the Master.
You should see the events in the main window like this:

1.5/0721
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Zhew 1 x] x
f # Type Time ¥ | Crd/Msg Decoded
7 = = = aflc [=[d

2 FromIS 09:39:58.347 00 42 00 F104 F101 10 End of conversation / announcement fr
b 1 FromI5 09:39:53.990 00 42 00 F104 F101 12 Loud speaking conversation / start of

= This confirms that the Commend Intercom Server is licensed for ICX and is outputting
events. Further troubleshooting should be done on the CeCURE 9000 Server or in the

network.

13.1 Check C*CURE 9000 logs

= |n the Server Configuration Application click immediately beneath the X (top right corner).
There is a secret button there. Since it is hidden it might take a few clicks to find. Once

clicked it reveals the Diagnostics tab.

£F Server Configuration Application — ] 5

Services | Server Components | Database | Set'tings| Backup/Restore | Licensing | Simulation | Diagnostics *

Framework Services

Name: CrossFire Framework Service

PN, Status: Running
| Stop Description Provides support for applications using the CrossFire Framework technology.

File e RSN oL~

| Y K T ——

= Connect to the logging by pressing the green ‘Connect’ button in the upper-left corner.

ﬁ Server Configuration Application
| Services | Server Components | Database | Settings | Backup/Restore | Licensing | Simulatinn| Diagnostics L

Trace | Metrics
=f_r:“'“r:'-". Stop | Open... | | Group | App: | Mom
Switches filter: | Freeze | | Clear | Object: Mone
commend tyca | software House 5
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= Here you can see many logged events like License Issues (no L-CCURE) and intercom
events as they are created:

DateTime: 11/18/2020 09:48:05.985
Trace Level: Unknown

® Context

Message:
ServerCompaonent.ObjectChangedEventHandler(): 29¢0 - Type of object changed: COMMENDIntercom, 12345678 - Command does not exist or does not matter. Not performing any updates; stateToUpdate =
False; retaining status as Fault

DateTime: 11/18/2020 09:48:05.941
Trace Level: Unknown

@ Context
Message:
ServerComponent.currentWrapper COMMENDIntercomEvent(): 568e - Calling UpdateObject on existing COMMENDIntercom (12345678) for 2 changes.

DateTime: 11/18/2020 09:48:05.919
Trace Level: Unknown

@ Context

Message:
ServerComponent.currentWrapper COMMENDIntercomEvent(): 568e - If COMMENDIntercom (12345678) does not exist we'll create it, otherwise we'll update it: UPDATE
Current status of COMMENDIntercom: FaultUnknown .. pending calls list = 0

DateTime: 11/18/2020 09:48:05.898
Trace Level: Unknown

(*) Context

Message:
ServerComponent.ObjectChangedEventHandlen(): 80c0 - Type of object changed: COMMENDIntercom, 112 - Command does not exist or does not matter. Not performing any updates; stateToUpdate = False;
retaining status as Fault

These logs are also found here: %programfiles(x86)%\Tyco\CrossFire\Logging
| [+ + | Logging

Home Share View

- - A » This PC » Windows (C:) » Program Files (x85) » Tyco » CrossFire » Logging

~
O Mame Date modified Type Size

#r Quick access

=| DupSystemTraceLo 11/7/2020 10:06 AM Text Document 2277TKB
B Desictop ! E DUES:::EMTraceﬁ.L:g 1171272020 1:26 AM Text Document 334 KB
‘ Pownlozd: ’ E ImagesCleanerTracelog 11/9/2020 11:59 PM Text Document 1KB
(5] Documents & ][5 SystemTrace.Log 11/18/2020 9:48 AM Text Document 3,185 KB
[=] Pictures * |5 SystemTracel.Log 11/12/2020 1:26 AM Text Document I8IKE
R s . = ana 24 ramamAmA A 2 s - - P
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14. Technical support

More information about our products and services as well as the latest software can be found

at:

www.commend.com

15. Appendix

Release notes:
x.X.V.x (example 2.9.5.x or 3.0.6.x)

Version | Date | Notes

1112/2020 | Initial Release with support for CeCURE 9000 v2.7, v2.8, v2.9

2 101/2021 | FEATURE: Added right-click menu support for intercoms/outputs.
BUG: Fixed typos.

3102/2021 | FEATURE: Output Events to CeCURE Journal

41 03/2021 | FEATURE: Added configurable Intercom Server request block. Default: EF
FEATURE: Added possibility to disable intercom auto-population / polling
FEATURE: Added manual Commend Intercom creation possibility. Add
button under Device section now implemented.

5107/2021 | FEATURE: Commend Server — Monitor Online/Offline Status
FEATURE: All Commend Devices — Enable Checkbox
FEATURE: Commend Server — Add to “Commend Devices"” Panel
FEATURE: Commend Intercoms — Request Intercom Status (80/52)

6 | 10/2022 | Added support for CeCURE 9000 v3.0

1.5/0721

commend TYCO | Software House  ,q


http://www.commend.com/

